
5 WAYS TO KEEP YOUR 
ELECTRONIC DEVICES SECURE
We rely on  smartphones, tablets and laptop computers for work, 
entertainment, socializing, shopping, managing our financial 
accounts and so much more. But because these electronic devices 
often store our personal and financial data, they may also expose 
us to the risk of fraud or identity theft.  

Protect your devices from fraud with these quick 
tips
1.	� Secure your smartphone, tablet or computer by setting a 

strong password. If your device has a fingerprint sensor or 
facial recognition, use these features for extra security. 

2.	� Always lock the screens on your devices when they are not 
in use.

3.	� Change your passwords every 90 days and use a complex 
combination of letters, numbers and symbols—not birthdates 
or names! Consider passphrases to make even more secure. 
Ex: MYcatprefersricecrispiesonthem00n.

4.	� Log out of online banking accounts or apps when you’re 
not actively using them.

5.	� Don’t save passwords directly to your smartphone, 
tablet or computer. If you have trouble remembering your 
passwords, use a password keeper app to place them in a 
secure space.

!SCAM ALERTS
Know the latest scams to watch out for

Spoofing

A spoofing attack occurs when one device in a 
network is mimicked to impersonate another 
and gain unauthorized access to the system and 
services. How it works: cybercriminals texts, calls 
or email posing as trustworthy sources (such as 
the victim’s coworkers or managers) requesting 
personal or financial information, or access to a 
system. Because the request appears to be from 
credible sources, the victim is more likely to take 
action and accidentally give the cybercriminal 
access.

Malware

Short for “malicious software,” malware is 
designed to disrupt, damage or gain unauthorized 
access to a device’s operations. Types of malware 
include viruses, Trojans and spyware, which can 
invade your computer, smartphone or tablet to 
steal, alter and even delete your personal data. 
To help prevent malware attacks, install anti-virus 
software and always keep your device’s systems 
and software updated. 
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Get more tips to protect yourself from fraud at WPCU.coop/StopFraud

If you have questions about a communication or believe you may be a victim of fraud, 
Wright-Patt Credit Union® (WPCU®) is here to help you! Contact our Member Help Center directly at (800) 762-0047.
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